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7(a). Security Plan

Technology is at the heart of your business environment. Protecting data and systems and making sure
end users can access their information is essential for NASPO ValuePoint and participating States and
Entities. To this end, Toshiba customizes and manages cost-effective and efficient network, document,
access and hard drive security to give you the peace of mind that you need to focus on your core business.

Security Threats/Breaches and Countermeasures

Toshiba addresses corporate security through its portfolio of
security countermeasures, which we brand as SecureMFP, which
covers all aspects of device and network security, access security,
document security, hard drive security and end-of-life security. In
addition to protecting against security breaches and possible litigation, we assist in keeping businesses
compliant with ever-increasing government regulations such as HIPAA, FERPA, Sarbanes-Oxley, and
eDiscovery, to name a few.

 To prevent unauthorized access to a Toshiba MFD, all network ports not utilized on the MFD can
be disabled. Toshiba MFDs also include IP filtering capabilities. IP filtering lets you control what IP
traffic is allowed in and out of your MFD by filtering data from specified network addresses.

 Access security countermeasures can authenticate access to networks and business applications,
as well as delay prints until user confirms presence at device. Popular mechanisms include
Department Codes, Strong Passwords, Usage Limitations, Job Logs, Network Authentication
w/Role-Based Access Control, E-mail Authentication, and SmartCard Authentication.

 Toshiba offers extensive enterprise-level security solutions to deliver Document Security,
regardless of the physical location of information. Secure PDF, Private Print, Print to Hold, Hard
Copy Security, Private Print, and Print to Hold.

Toshiba MFDs have robust secure printing features that address governmental security requirements of
the Health Insurance Portability and Accountability Act (HIPAA); Gramm-Leach-Bliley Act (GLB Act); Family
Education Rights and Privacy Act (FERPA); Sarbanes-Oxley Act (SOX); Common Criteria Evaluation and
Validation Scheme (CCEVS); eDiscovery; Department of Defense (DoD) and other regulations. Toshiba’s e-
BRIDGE technology controls access to both the device and data; provides data tracking and accountability;
and establishes and controls data integrity, network authentication, password-initiated private printing,
and administrative password enhancements supplement these safeguards, along with department codes
designed to track data and usage.

Below is a security technology roadmap which outlines Toshiba processes to any potential security threats
or breaches to data, documents and access to our products.

Protection
Assets

Potential
Threat/Breach

Toshiba Countermeasures (Security Functions)

Residual data of
the user
document

Leakage of information
due to a theft of the HDD

AES (Advanced Encryption Standard) Encryption

Delete all data in the HDD when destroying

Erase automatically after copying/printing/scanning is
completed (Data Overwrite Kit)

Guarantee of Encryption Module (Compliant to FIPS 140-2,
optionally available and chargeable)

ADI HDD (Wipe Technology HDD)
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Protection
Assets

Potential
Threat/Breach

Toshiba Countermeasures (Security Functions)

Confidential
document data

Unauthorized access
from the control panel or
the Web, spooling, data
theft, falsification/
wiretapping

Password authentication (BOX password)

User authentication
functions

Windows Authentication

LDAP authentication

Role-Based Access Control

Restrict Service technician to
access

Password Policy

Restrict Scan Destination

IC card (FeliCa type)

IC card (MIFAREIHID)

Support Multiple IC Card

Single Sign On

Confidentiality of the name of
document

Unauthorized access
from the network,
spooling, data theft,
falsification/wiretapping

Close unnecessary port

Port Filtering IP Address Filtering

MAC Address Filtering

Unauthorized copy Hardcopy Security
Printing

Hardcopy Security Printing
(Control Copying)

Hardcopy Security Printing
(Prohibit Copying/Info.
Tracking)

Taking Away Prevention Private Printing

Hold Printing (Print, Fax/iFax, email)

Unauthorized email User authentication
function

POP before SMTP

SMTP authentication

LDAP authentication

Data wiretapped over the
network

SSL/Server authentication (eBDM)

SSL/TLS SMTP, POP3, LDAP, IPP, DPWS
(Print, Scan), FTP, HTTP

IPsec

IEEE 802.1X

Digital Certificate PKI

SCEP

SNMPv3

SNTP Authentication

Secure DDNS

Data wiretapped over the
wireless LAN

WPA/WPA2 compliant

IEEE 802.1X

Leakage of electronic file Encrypted PDF

Mis-Fax sending to other
destination

Prevention from FAX miss-sending to other destination

Unauthorized access
from the telephone line

Communication cut other than FAX protocol

Job Log, Address
Book

Administrator privilege: password authentication

User privilege: password authentication
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Protection
Assets

Potential
Threat/Breach

Toshiba Countermeasures (Security Functions)

Unauthorized access
from the control panel or
the Web

Log records whether copying/printing/scanning by user
succeeded or failed

Restriction of editing Address Book

Record various Security Log

Access Restriction to Log

All data Illegal Access Software Falsification Prevention

Firewall

Unnecessary Service Stop

Encryption of Firmware Data/Prevention of Falsification

High Security Mode

Encryption of Cloning
Data/Prevention of Falsification

Industry Standard Compliant to IEEE 2600.1 (MFP Security Standard)

Compliant to IEEE 2600.2 (MFP Security Standard)

Support Encryption Y2010 Problem

Network Security

Because MFPs and network printers function as complex network devices, Toshiba has developed several
solutions that specifically address network security. To ensure the security of the customer’s network and
data at all times, Toshiba has built into each MFP these features that address device and network security:

 Internet Protocol Security (IPsec) is a protocol suite for securing Internet Protocol (IP)
communications by authenticating and encrypting each IP packet of a data stream.

 IPv6 ensures IP security with a larger IP address range, protection from scanning and attacks, and
support for authentication and confidentiality as part of our optional IP Sec.

 IP/Mac Filtering essentially acts like a firewall to protect your internal network from intruders. IP
filtering lets you control what IP traffic to allow into and out of your network by filtering data from
specified network addresses. MFPs utilize this mechanism as a means of controlling which computers
have access to its network functions.

 Fax Connection: Toshiba fax devices comply with International Telecommunications Union (ITU)
standards. If any of the data received by the fax device does not meet these standards the
transmission is rejected. There is no direct connection between the fax and controller.

 Secure Sockets Layer (SSL) is a cryptographic protocol widely used on the Internet to provide secure
communications for transfer of personal information. MFPs employ this common encryption
technology to protect all data traveling to and from the MFP. Print jobs sent via SSL are encrypted
through symmetric cryptography, ensuring that the print data is secure and will not be used for any
purpose other than print output.

 SMB Signing adds a digital signature to data transferred between the MFP and the server during
network authentication. The signatures verify that the identity of the server matches the credentials
expected by the MFP, and vice versa. By verifying that data is received from authenticated sources,
the signature ensures the integrity of all communications.
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 Protocol and Port Control: Toshiba MFPs allow for control of protocols and ports so that security can
be tailored to meet your specific needs. When a specific protocol is disabled, the corresponding port
is also closed.

Document Security

Toshiba MFPs offer extensive document security, regardless of the physical location of information:

 Private Print and Hold Print provide confidential printing of documents. Private Print allows a
personal identification number (PIN) to be associated with the print job, only allowing the job to be
released after that PIN has been entered at the control panel. Hold Print allows you to hold a job in
the hold queue until you continue the job from the touch panel with no PIN required.

 Secure PDF protects scanned documents by enabling users to assign a password that restricts
viewing, printing, editing and copying of the scanned information. This is the perfect solution for
those wanting to email or store scanned documents without compromising the content.

 The Job Log feature allows you to track data and documents. Print, copy, fax and scan jobs are
tracked with detailed information including user, date, time, number of pages, type of paper, and
type of job.

 The Security Stamp feature automatically prints the user’s information on each page during a print
job or fax transmission, inhibiting users from removing internal hard copy documents from the
premises. When this feature is enabled, the MFP prints a time/date stamp and user information on
the printed page or on the transmitted data during copying, printing, or fax transmission. This stamp
shows who generated the output, inhibiting data breaches and provides an audit trail back to the
user.

 Hardcopy Security printing allows you to embed a security pattern on the background of a
document. The security pattern consists of a background pattern and a string (embedded text in the
background pattern). The string embedded in the security pattern emerges when the security
pattern-embedded original is copied. This feature will deter the duplication of the confidential
documents.

 With optional Digital Rights Management (DRM), security policies remain with each document as it
travels inside and outside of your organization. Toshiba leverages their partner, Fasoo, to offer
customers end to end integrated DRM for file level security.

Access Security

Toshiba has developed simple yet highly effective methods of establishing access security without
inconveniencing users. Built-in security features address the requirements of the Health Insurance
Portability and Accountability Act (HIPAA); Gramm-Leach-Bliley Act (GLB Act); Family Education Rights and
Privacy Act (FERPA); Sarbanes-Oxley Act (SOX); Common Criteria Evaluation and Validation Scheme
(CCEVS); eDiscovery; and other regulations.

 Department Codes – provide valuable data tracking and usage information, giving authorized users
full functionality at the device and prevent unauthorized access.

 Strong Passwords – utilize a 10-digit alphanumeric administrative password for added protection,
along with a log-in attempt limitation.
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 Login Limitation – locks the screen/access after three failed attempts slow down hackers and event
attackers from impersonating users.

 Usage Limitations – enable administrators to set limits for copy and print jobs, as well as track and
control costs at an account or a department level.

 Network Authentication – When used in conjunction with Role Based Access Control (RBAC) allows
the administrator to control access to specific functionality by individual user (i.e., copy, print, scan,
and fax).

 Email Authentication – Controls each MFP-generated message. Thus, all scan-to-email users must
login to the MFP and validate their email identity with the corporate directory. Administrators may
also choose to block scanned documents from going to e-mail addresses outside the company.

 Lightweight Directory Access Protocol (LDAP) Integration – Provides a centralized address book of
all employees and enables the administrator to establish rules and access rights based on specified
user groups.

 Toshiba’s SmartCard Authentication (optional) – Provides secure, keyless access to your e-BRIDGE-
enabled MFP. Access to copy, print, scan, and fax functions can be assigned for each individual user,
and tracked by user or device for accounting, cost recovery, and regulatory compliance purposes.

Hard Disk Drive Security

Each Toshiba MFD comes standard with Self-Encrypting Drive (SED) Technology using Toshiba's
proprietary Wipe Technology which allows sensitive user data to be securely erased when a system is
powered-down or when a SED Hard Disk Drive (HDD) is removed. The SED encrypts all data on the hard
disk using an Advanced Encryption Standard (AES) 256-bit algorithm. Therefore, even if the hard disk drive
(HDD) is stolen and installed in another product and an attempt is made to read data from the HDD, data
invalidation works to prevent information leaks. When an MFD is at the end of its lease or removed from
company premises, data can be instantly invalidated by the service technician.

Data Overwrite on each Toshiba MFP ensures that the hard drive is secure by overwriting all residual data
with multiple passes of random characters. The disk is erased automatically upon completion of each job,
effectively preventing the data from being accessed and recovered by unauthorized persons. This HDD
Overwrite meets the DOD standard 5220.22M. The process works as follows:

1. Document data is overwritten and rendered irretrievable after every job.
2. Stored document data, such as private prints and e-FILING content, is overwritten upon

completion or deletion of each task.
3. Templates, address books, and device management data are protected from overwrite.
4. All data can be thoroughly overwritten before disposal of the device or hard drive, ensuring that

no residual data remains.

These outstanding security features have earned Toshiba’s new e-STUDIO series an exceptional Common
Criteria Evaluation Assurance Level rating of three (EAL3).

End of Life Security Options

Prior to removal of Toshiba equipment, either for service or at the end of the lease, Toshiba technicians
can sanitize the hard disk drive and provide the customer with a certificate of disk destruction upon
completion. Toshiba offers basic, enhanced and optimal security as part of our HDD removal services.
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The Basic End of Life Security involves removing the uncleansed hard disk drive (HDD) and
returning it to the customer. You will be responsible for disposing of the HDD. If your MFD
has been financed, the lessor requires that the MFD be returned in good operating
condition. In this case, a new HDD is then installed and reloaded with system firmware so
that the MFD will be operational.

 Remove and return uncleansed HDD to customer

 Install new hard drive

 NVRAM and fax data scrub

The Enhanced End-of-Life Security scrub involves overwriting all of the data on your existing
Toshiba MFD, including NVRAM and Fax data. If your MFD has been financed, the lessor
requires that the MFD be returned in good operating condition. In this case, reloading the
system firmware is required so that the MFD will be operational. This Security Scrub ensures
that data is irretrievable, and that the HDD is restored to functional status.

 Hard drive data scrub

 NVRAM and fax data scrub

 Reload system firmware

Under the Optimal End-of-Life Security, in addition to the procedures included in the
Enhanced End-of-Life Security Scrub, Toshiba will provide the end user customer with the
actual MFD HDD. The customer would be responsible for disposing of the cleansed HDD.
Toshiba will install a new functional HDD in the device to restore it to full functionality.

 Hard drive data scrub

 NVRAM and fax data scrub

 Remove and return cleansed HDD to customer

 Install new hard drive

For each level, the customer is provided a signed “Certificate of Data Destruction” that affirms that the
actions have been successfully completed on the subject equipment. Cost for each level has been provided
in the Price Worksheet.

Security Vulnerability Assessment

Toshiba provides assessment services which provide a roadmap to remediate security vulnerabilities on
MFP and printer devices, access controls, documents and end of life policies. Encompass Security
Solutions include assessment services, security vulnerability countermeasures and training and are
offered on Toshiba MFDs and on a variety of printer brands ensuring a comprehensive remediation
strategy and providing for incorporation into a managed print services environment. SecureMFP is the
brand Toshiba uses to describe security countermeasures and related products and services on Toshiba
Security Solutions group vulnerabilities and the respective countermeasures into 4 categories:

Device Security - Is your data safe?

Access Security - Is access locked down?

Document Security - Are documents protected?

End of Life Security - Is product disposal secure?
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Through assessment, we grade the security of your devices, access controls and document security as
follows:

1) None
2) Basic
3) Enhanced
4) Optimal

Through consultation, Toshiba Business Analysts will assess and develop a roadmap and Toshiba System
Engineers will implement the recommendations by enabling and installing device, access and document
security countermeasures.

An example Encompass Security Assessment is provided below:


